CYBER SECURITY-PRIVACY
CAN YOU PROTECT YOURSELF IN
CYBERSPACE?
REALLY????

Dr. Levent Ertaul, CSU EASTBAY
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WHO WANTS THE LIVE IN THIS
FUTURE?

& PIZIN PALALE

Employment History | I

General Order | Shopping |

Health Risk Alerls Test Resulls

HIV Positive?
[~ ves [V'No

High blood pressure

Most recent exam:

5
Impotence Mon, Oct 17, 2002
847a.m.

High choltéterol

Eczema
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https://www.youtube.com/watch?v=RNJl9EEcsoE�
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http://internet-map.net/�
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http://map.norsecorp.com/�
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CYBER SPACE: Global Traffic

TRAFFIC SENT A% YIP

. & WIRELESS WORLD = SKYPE V5. THE WORLD I
(i) Perminute whoiessle cnst tn send _J/ Ly U Share of total intematicnal veice aflic | /i Share of phanes worldwids that are mebile. § | _;J U Total internaticaal Skyoe raflic s & pereentags { i | &8 ‘ Billians of new subseribers
" an imtemational call to Switzerlend. =) ) D tramsparted & ValP by carriers in 2003, o Gl U of worldewide interriatianal wice traffic in 2009, 2 50 = added since 2000

= Ly T appranimately 33 billlon minutes.

Tl
L
=

-

WRTE-LiNE WL

FIRTE-LINE WEILE

GLOBAL TRAFFIC MAP 2010 TeleGeography () ROGERS”

—
[
HREIIC OCEAN — 7 - o
T ARGTIC CEEAN i
e i o
carcens = s e

RUSSIAN FEDERATION il

. &=
- F
= -
-
-
;\
—
-
- o
= : 7 ! * - -
INDIAN ECEAR ¥ e f / =
! INDIAN DCEAN -
.y
= -
P
w2 } it
e -
— AUSTRALIA
—
S—
- C
oty -1
i e v
e R =
e o
ety
- N e wman
ﬁ—— P ——
TeleGeography () ROGERS" e
T b, e 2 g i Lsern ESIIITEmInRT
T ) Yow St Bt et 1
B ey 13 M 6 e, (K, WV 18 CASER . e s S e
e udhirbiohid i e e e A
e = e e
MINUTES & VOLUME PRICING & REVENUES L WHILISALE TRATE: L RIVERLE Y DESTILANS REEh o USRS Y ILSARLORT
rnkly - : Tk nbat it e, usy e




SCOPE OF CYBER SPACE
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Fersona Layer

Cyber Persona Layer

- Physical Network Layer
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VULNARABILITES OF CYBER SPACE:
Instantaneous Action at a Distance
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http://map.norsecorp.com/�

VULNARABILITES OF CYBER SPACE:
Asymmetries of Cyber Space
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http://map.norsecorp.com/�

VULNARABILITES OF CYBER SPACE:
Anonymity

---------
R
== E!"'..._:I AR

=
......

Oz the Internet, nobody Enows you're a dog.™
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VULNARABILITES OF CYBER SPACE:
Difficulty of Distinction




PRIVACY: Who is after your private
Data

GOVERNMENT

“Every time vou pick up the
phone, dial a number, write an
email, make a purchase, travel
on the bus carrving a cell
phone, swipe a card

Y somewhere, vou leave a trace
and the government has
decided that it’s a good idea
to collect it all, evervthing,
even if vou’ve never been
suspected of any crime.”




PRIVACY: Who is after your private
Data

CORPORATIONS
WE COOPERATE WITH

Go ‘e CORPORATE SURVEILLANCE
BECAUSE IT PROMISES US
CONVENIENCE, AND WE
:z SUBMIT TO GOVERNMENT
%S SURVAILLANCE BECAUSE IT

PROMISES US PROTECTION.




PRIVACY:HOW CAN YOU PROTECT

YOURSELF
HDD ENCRYPTION-Bit Locker, PGP

+| g Create 3 Windows To Go worispace
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PRIVACY:HOW CAN YOU PROTECT

YOURSELF
FILE ENCRYPTION- EFS, FILEVAULT (MAC)



PRIVACY:HOW CAN YOU PROTECT
YOURSELF

SECURE E-MAIL: S-MIME, PGP, MAILVELOPE, GMAIL-
STAKE

s your email secure?



https://www.mailvelope.com/�
https://www.streak.com/securegmail�
https://www.streak.com/securegmail�

PRIVACY:HOW CAN YOU PROTECT
YOURSELF

ANTIVIRUS-MALWARE- SPYWARE-FIREWALLS

(intel.
! Security @




PRIVACY:HOW CAN YOU PROTECT
YOURSELF

PASSWORD MANAGEMENT- LastPass - Keeper

LastPassEXEza

M)
@ keeper


http://www.pcmag.com/article2/0,2817,2407168,00.asp�

PRIVACY:HOW CAN YOU PROTECT

YOURSELF
DELETING DATA- ERASER

7o ERASER

. =




PRIVACY:HOW CAN YOU PROTECT

YOURSELF
SECURE CLOUD STORAGE- SPIDEROAK



https://www.wuala.com/�

PRIVACY:HOW CAN YOU PROTECT

YOURSELF
SECURE PRIVATE BROWSING- TOR

Horres Asoart Tow Lrocumarratan
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What is Tor?

Why Aronymity Matters
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PRIVACY:HOW CAN YOU PROTECT
YOURSELF

SECURE PRIVATE SEARCH ENGINE- DUCK DUCK GO

DuckDuckGo



https://duckduckgo.com/�

PRIVACY:HOW CAN YOU PROTECT

YOURSELF
SECURE WIRELESS CONNECTION-WPA?2

.1 /wireless_network_configuration_editasp

r.. EB California State Univ... Yahoo! <=2 Bank of America | H... Wells Fargo - Perso...  #& Health insurance for... [f] HURRIYET - TURKIY... & Google
Status
XFEINITY Network Private WiFi Network Configuration (2.4 GHz)
Local 1P Network Wireless Network: =500
Wi-Fi
Network Name (SSID): [L1AOR1AD *h
Firewall
Software Mode: 802 11gin v |
» Hardware Security Mode: | WPAWPAZ-PSK (TKIP/AES) (recommended) T

Open (nsky)

Wizard Channel Selection: | VWEP 64 (risky}
WEP 128 (risky)
» Connected Devices | WPA-PSK (TKIP)
Channel: | \wpa pSK (AES)
» Parental Control WPAZ-PSK (TKIF)

Network Password: | ywpa2 -psk (AES)

» Advanced WPAWPAZ-PSK (TKIP/AES) (recommended)

Show Network Password: [

+» » Troubleshooting

WWPAZ2 requires a B-53 ASCIl character ora §4 hex character password. Hex means only the
following characters can be used: ABCDEFD123456788.

Broadcast Network Name (SSID): [+ Enabled

SAVE SETTING S RESTORE DEFAULT SETTINGS




THE CONSTITUTION AND CYBERSPACE
FOURTH AMENDMENT

The Fourth Amendment of the U.S. Constitution provides, "[t]he right of the people to
be secure in their persons, houses, papers, and effects, against unreasonable searches
and seizures, shall not be violated, and no Warrants shall issue, but upon probable
cause, supported by Oath or affirmation, and particularly describing the place to

be searched, and the persons or things to be seized.”

The ultimate goal of this provision is to protect people’s right to privacy and freedom
from arbitrary governmental intrusions.

The protection under the Fourth Amendment can be waived if one
voluntarily consents to or does not object to evidence collected during
a warrantless search or seizure.

Private intrusions not acting in the color of governmental authority are exempted
from the Fourth Amendment.



http://www.law.cornell.edu/constitution/fourth_amendment�
http://www.law.cornell.edu/constitution/overview�
http://www.law.cornell.edu/wex/unreasonable_search_and_seizure�
http://www.law.cornell.edu/wex/unreasonable_search_and_seizure�
http://www.law.cornell.edu/wex/warrant�
http://www.law.cornell.edu/wex/probable_cause�
http://www.law.cornell.edu/wex/probable_cause�
http://www.law.cornell.edu/wex/search_0�
http://www.law.cornell.edu/wex/seizure�
http://www.law.cornell.edu/wex/right_to_privacy�
http://www.law.cornell.edu/constitution/fourth_amendment�
http://www.law.cornell.edu/wex/consent]�
http://www.law.cornell.edu/wex/warrant�
http://www.law.cornell.edu/wex/search_and_seizure�
http://www.law.cornell.edu/constitution/fourth_amendment�

GOOGLE PRIVACY POLICY

Google


http://www.google.com/policies/privacy/�

DATA COLLECTED BY APPS: EXAMPLE

G chrome

Take pictures and videos

Record audio

Location information (Approximate, Precise)
Read your Web bookmarks and history
Modify or delete contents of your SD card
Control NFC

Add or remove accounts

Change your audio settings

Read sync settings

Install shortcuts

Access Mobile Device Management (MDM) content prividers




CONCLUSIONS
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